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S S T L , N A S A  &  C is c o
IP  in  S p a c e

D is a s te r  M o n ito r in g  C o n s te lla tio n  E x p e r im e n t
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U K -D M C  L E O  B ir d

• 3 0  M e te r IR  M is s io n

- F o rre s t F ire s

- V o lc a n ic  A c tiv ity

• 6  S /C C o n s te lla tio n

• S h o rt T u rn  A ro u n d

• In te g ra tio n  C o m p le te d
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S a te llite  S u b  A s s e m b ly

N ig e ria n  D M C  S a te llite

U K - D M C  S a te llite
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R o u te r  P a y lo a d

• M o d ifie d  C is c o  3 2 5 1  (M A R )

• R e p la c e d  a ll w e t c a p a c ito r s

• R e m o v e d  a ll p la s tic  c o n n e c to r s

• T e s ts  in c lu d e
• 1 0 G  s h o c k  te s t

• T h e r m a l v a c u u m  te s t (S p a c e  te s t)

• T h e r m a l d is s ip a tio n  

• O p e r a tio n a l 4 -6  s u n lig h t 
p a s s e s /d a y
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C is c o  3 2 5 1  M o b ile  A c c e s s  R o u te r
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C u s to m  in te r fa c e  b o a r d

• In te g r a te s  M A R  to  
C A N

• P r o v id e s  S e r ia l 
in te r fa c e  to  p a y lo a d

• P r o v id e s  p o w e r

• O u t o f b a n d  
c o n n e c tiv ity
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C u s to m  “ R ib b o n ”  c a b le

• S ta n d a r d  r ib b o n  
c a b le  w o u ld n ’t 
w o r k

• T r ic k  w a s  to  
d e te r m in e  le n g th
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C o m p le te d  R ib b o n  C a b le
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S a te llite  C h a s s is

• E a c h  s h e lf 
p r o v id e s  d iffe r e n t 
p a y lo a d  fu n c tio n

•C o m p u tin g

•N a v ig a tio n

•M o n ito r in g
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D M C  C o n s te lla tio n  P h a s e  1  L a u n c h  D e ta ils

• L a u n c h  J u ly  2 8 , 2 0 0 3

• R u s s ia n  S u p p lie d  C o s m o s  
3 -M  R o c k e t

• L a u n c h  S ite  P L E S E T S K  
S p a c e  C e n tr e

• N A S A   F u n d e d  G r o u n d  
S ta tio n  fo r  C is c o /N A S A  
T e s tin g  a n d  O p e r a tio n s
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D M C  S a te llite  O p e r a tio n a l O b je c tiv e s

• S u r v iv a b ility  o f C O T S  P r o d u c ts  
in  S p a c e

• O p e r a tio n a l D a ta  P a th  fo r  B o th  
M is s io n  D a ta  a n d  S y s te m  H o u s e  
k e e p in g

• IP   R o u tin g  &  P e r fo r m a n c e  
C h a r a c te r is tic s

• M o b ile  IP  T e s tin g

• P o s s ib le  S o ftw a r e  U p g r a d e s  ?
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S p a c e c ra ft N e tw o rk  A ttrib u te s  to  b e  T e s te d

• Failure Management
– Detection
– Isolation
– Recovery
– Notification

• Configuration Management
– Network
– User / asset  profiles
– Hardware inventory
– Software versions / updates
– Routing tables

• Performance Management
– Data collection
– Resource planning
– Service monitoring

• Resource Management
– Link allocation
– Bandwidth allocation
– Dynamic scheduling
– User prioritization
– QOS requirements (traffic shaping, etc…)

• Security Management
– User authentication
– Data access
– Tasking control
– Payload control
– Platform control
– Key distribution
– Data/command interception
– Data/command interruption
– Data/command replay attack
– Masquerade attack
– Inference (unencrypted IP header issue)
– Mobile IP routing

• Contention Management
– Multiple PI’s on same instrument
– Multiple instruments on same spacecraft
– Multiple spacecraft in view of single GS
– Multiple GS in view of single spacecraft

• Accounting Management 
– Billing / fairness policies
– Mobile IP: multiple spacecraft host registration
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W h a t D o  W e  H o p e  to  D e m o n s tr a te ?

• T h e  v ia b ility  o f ta k in g  a  p u r e ly  C O T S  n e tw o r k  p r o d u c t a n d  u s in g  it in  s p a c e
S p a c e  m o d ific a tio n s

Q u a lific a tio n

• Q u a n tifie d  p e r fo r m a n c e  o f th e  d e v ic e  u n d e r  a c tu a l s p a c e  c o n d itio n s  (v a c u u m , 
r a d ia tio n , e tc ...)

P o w e r  c o n s u m p tio n V o lta g e T e m p e r a tu r e

− D e te c tio n  o f a n d  r e c o v e r y  fr o m  u n e x p e c te d  d e v ic e  o p e r a tio n s  (r e b o o t o n  o r b it)

− U p d a te  / r e v is io n  o f d e v ic e  c o n fig u r a tio n  o n  o r b it

− N e tw o r k  o p e r a tio n s  o n  o r b it
M o b ile  IP N T P

M o b ile  R o u te r R e a l tim e  T C P /IP  s e s s io n

R IP F T P

A R P /R A R P S N M P

M D P H T T P

U D P P H P

S S H S C P

− P r e -flig h t m o d e lin g  / p e r fo r m a n c e  c o m p a r is o n
S T K O P N E T , B e r k le y  N S
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W h a t D o  W e  H o p e  to  D e m o n s tr a te ?

• A d d itio n a l m is s io n  o p e r a tio n s  te c h n iq u e s
S e c u r e  fie ld  d a ta  d is s e m in a tio n  (m u ltip le  h o p s )

U s e  o f c o m m e r c ia l a s s e ts

P r e d ic tiv e  r o u tin g  / m o b ile  c o n n e c tio n  (o n  th e  fly )

A c c e s s  o n  d e m a n d , N A P S T E R -lik e  d a ta  in te r fa c e

D a ta  m in in g

O p e r a tio n s  fr o m  r e m o te  lo c a tio n s

• P r o to c o l e v a lu a tio n
C o m p r e s s io n  te c h n iq u e  p e r fo r m a n c e  c h a r a c te r iz a tio n

P e r fo r m a n c e  c h a r a c te r iz a tio n  w ith  s u b -o p tim a l lin k s

P e r fo r m a n c e  c h a r a c te r iz a tio n  w ith  o v e r lo a d e d  o n -b o a r d  n e tw o r k

• A p p lie d  s p a c e c r a ft n e tw o r k  s e c u r ity  r e s e a r c h  in  th e  fo llo w in g  a r e a s :
U s e r  a u th e n tic a tio n  te c h n iq u e s

D a ta  e n c r y p tio n , U n a u th o r iz e d  u s e r  d e te c tio n  a n d  m itig a tio n

K e y  m a n a g e m e n t, P e r fo r m a n c e  c h a r a c te r iz a tio n  o f s e c u r ity  im p le m e n ta tio n s

M o b ile  IP  / R o u te r  s e c u r ity  s c h e m e s

V ir tu a l p r iv a te  n e tw o r k  te c h n iq u e s

C o m m a n d  / d a ta  in te r c e p tio n , in te r r u p tio n , m o d ific a tio n , o r  r e p la y  d e te c tio n  a n d  m itig a tio n

P a c k e t h e a d e r  in fe r e n c e  m itig a tio n  te c h n iq u e s

S y s te m  in te g r ity  te s ts  (p e n e tr a tio n  te s tin g )
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P ro to c o l C o m p a ris o n  C rite ria

• L a te n c y  to le r a n c e

• D a ta  tim e  c o r r e la tio n  a n d  
s y n c h r o n iz a tio n  s u p p o r t

• L in k  e r r o r  to le r a n c e

• T h r o u g h p u t v e r s u s  d e la y  / b it e r r o r  r a te

• P a c k e t o v e r h e a d  (h e a d e r  v e r s u s  
p a y lo a d )

• B a n d w id th  e ffic ie n c y

• In te r o p e r a b ility  w ith  e x is tin g  te r r e s tr ia l 
s y s te m s  (n o t s im p le  IP  w r a p p in g )

• F le x ib ility  to  a c c o m m o d a te  fu tu r e  
p r o to c o l c h a n g e s

• T im e  lin e  s a v in g s

• Q O S  s u p p o r t a n d  fu n c tio n a lity

• S e r v ic e  ty p e  s u p p o r t

• R is k  m itig a tio n  fu n c tio n a lity

• D is a s te r  r e c o v e r y  fu n c tio n a lity

• E n d  u s e r  a p p lic a tio n  a w a r e n e s s  &  s u p p o r t 
c a p a b ility

• V a r ia b le , o n  th e  fly , p a c k e t s iz e  s u p p o r t

• M u ltic a s t s u p p o r t

• M o b ility  s u p p o r t (o v e r h e a d , d y n a m ic  
r e g is tr a tio n , … )

• L ife  c y c le  c o s t s a v in g s

• M u ltip le  le v e l a c c e s s  c o n tr o l

• M u lti-d o m a in , d y n a m ic  n e tw o r k  s e c u r ity  
a n d  e n c r y p tio n
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V ir tu a l M is s io n  O p e r a tio n s
S u r v iv a b le  S a te llite  O p e r a tio n s

A n  
In te r n e t

A n  
In te r n e t

C o m m e r c ia l, D o D , o r  
N A S A  G r o u n d  S ta tio n  

(A n y w h e r e )

G o a ls :

1 . F ly  a s  y o u  te s te d

2 . “ N o r m a liz a tio n  o f S p a c e ”

3 . C o m m o n  g r o u n d  in fr a s tr u c tu r e

P r im a r y  V ir tu a l 
M is s io n  O p e r a tio n s  
C e n te r  (A n y w h e r e )

G e n e r ic  V M O  
In te r fa c e ; 

M is s io n  U n iq u e  
P a r a m e te r s

M in im a lly  S ta ffe d , 
G e o g r a p h ic a lly  D is b u r s e d ,
M ir r o r e d , V ir tu a l M is s io n  

O p e r a tio n s  C e n te r s  
(A n y w h e r e )

S a te llite  
(O n  O r b it)

M o b ile  G r o u n d  S ta tio n  
(A n y w h e r e )

C O T S  
N e tw o r k  
In te r fa c e

C O T S  
N e tw o r k  
In te r fa c e
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O th e r  M o b ile  IP  a c tiv itie s

• M IL -S T D -1 5 5 3  to  IP  in te r fa c e  w ith  C is c o  3 2 5 1  a n d  w e b  G U I

• R a te  B a s e d  S a te llite  C o n tr o l P r o to c o l in  C is c o  IO S

• D e m o  w ith  U S C G  a n d  N A S A  G R C  fo r  C is c o  3 2 5 1 /G lo b a ls ta r  
te s tin g  

• U s e  o f th e  N A S A  G R C  v a n  fo r  M o b ile  IP  d e m o

• N A S A  G R C  N R A  fo r  IP  B a s e d  C & D H  s y s te m  u s in g  C is c o  
3 2 5 1

• S D O  G ig  E  N IC  C a r d  fo r  S /C  p r o p o s a l?
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S u m m a r y

• A  tra n s fo rm a tio n  in  s a te llite  c o m m u n ic a tio n  s e rv ic e s  m o v in g  to w a rd  
in te rn e t-lik e  c o n n e c tiv ity  is  u n d e rw a y

• U s e  o f In te rn e t P ro to c o l a n d  s ta n d a rd s  in  s p a c e  o ffe r s ig n ific a n t 
a d v a n ta g e s :

– R e d u c e d  c o s t a n d  s c h e d u le  to  d e v e lo p  fu tu re  s p a c e c ra ft.

– S e a m le s s  in te ro p e ra b ility  o f fu tu re  s a te llite s  w ith  e x is tin g  te rre s tria l n e tw o rk s .

– S u rv iv a b le , re m o te , “v irtu a l” m is s io n  o p e ra tio n s  / s a te llite  c o m m a n d  a n d  c o n tro l

• D e v e lo p m e n t o f R A D -h a rd  n e tw o rk  c o m p o n e n ts , q u a lific a tio n , a n d  flig h t 
te s tin g  a re  a ll c ritic a l to  th e  d e p lo y m e n t o f IP -c o m p lia n t s y s te m s  in  
s p a c e . 

• T h e  u s e  o f In te rn e t P ro to c o ls  in  s p a c e  in tro d u c e s  n e w  c h a lle n g e s , 
p a rtic u la rly  in  th e  a re a  o f n e tw o rk  s e c u rity .

• T h e  c o m m e rc ia l n e tw o rk in g  in d u s try  o ffe rs  o p p o rtu n ity  to  le v e ra g e  
e x is tin g  te rre s tria l s ta n d a rd s  a s  b a s e lin e  fo r fu tu re  s p a c e -b a s e d  
in te rn e tw o rk in g .
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C o n ta c t in fo r m a tio n

C is c o  G lo b a l D e fe n s e  &  S p a c e  G r o u p

S p a c e  In itia tiv e s  P r o g r a m

U R L : w w w .c is c o .c o m

C o n ta c t: H u g h  A r if

P h o n e : 2 1 6 -6 4 3 -2 5 1 1

E -m a il: h a r if@ c is c o .c o m


